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Abstract 


One  of  the  U.S.  Military’s  greatest  strengths,  integration  of  technology,  may  soon  turn 
into  its  greatest  liability  as  recent  advances  in  the  area  of  high  power  microwave  (HPM)  weapons 
are  garnering  interest  around  the  world.  Current  U.S.  military  strategy  is  to  develop  and 
maintain  its  superiority  through  the  leveraging  of  infonnation  technology,  but  as  recent  conflicts 
have  shown,  potential  enemies  are  likely  to  attack  asymmetrically.  HPMs  against  electronics  is 
an  asymmetric  avenue  to  negate  the  technological  advantage  of  the  U.S.  Therefore,  nations, 
groups,  and/or  individuals  will  likely  seek  to  use  HPM  weapons  against  the  U.S.  This  paper 
argues  that  the  U.S.  should  continue  to  research  and  develop  HPM  weapon  systems  that  target 
electronics,  discern  how  an  enemy  may  use  them  against  us,  develop  countermeasures,  and  deter 
HPM  offensive  uses,  particularly  those  that  can  have  catastrophic  results. 
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I.  Introduction 


One  of  the  U.S.  Military’s  greatest  strengths,  integration  of  technology,  may  soon  turn 
into  its  greatest  liability  as  recent  advances  in  high  power  microwave  (HPM)  weapons  are 
garnering  interest  around  the  world.  The  scientific  and  military  communities  have  known  the 
potential  weapons  effects  of  HPM  or  radio  frequency  (RF)  energy  since  the  1930s  with  the 
development  of  radar  and  microwave  systems. 1  Research  into  RF  weapons  technology  expanded 
in  the  Soviet  Union  in  1949.  The  U.S.  followed  with  electromagnetic  pulse  (EMP)  research  in 
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the  1960s.  However,  it  was  not  until  1983  that  the  U.S.  truly  started  researching  RF  technology 
as  a  directed  energy  weapon.4  While  the  United  States,  Russia,  and  Ukraine  continue  to  lead  in 
this  technology  field,  other  nations  have  become  interested.  Today,  the  United  Kingdom, 

France,  Gennany,  Australia,  Japan,  China,  Sweden,  India,  Pakistan,  South  Korea,  Taiwan, 
Lithuania,  and  Israel  have  HPM  programs  at  various  levels  of  development.5  Some  of  them, 
particularly  China,  are  not  far  behind  as  they  jump-started  their  programs  with  HPM  technology 
from  Russia  and  Ukraine.6 

Three  trends  can  explain  the  increased  attention  on  HPMs.  The  first  is  advances  in  power 
source  technology.  Improved  generators,  batteries,  and  HPM  sources  have  enabled  power  output 
in  a  smaller  and  lighter  package.7  Second,  new  electronic  components  in  military  and  consumer 
systems  are  more  susceptible  to  RF  weapons  because  the  transistors  on  their  computer  chips  are 
smaller  and  more  densely  packed.  Third,  the  U.S.  and  her  allies  are  dependent  on  these 
electronic  systems.9  Therefore,  HPM  weapons  may  affect  electronic  systems,  with  the  U.S.  and 
its  military  particularly  vulnerable  to  these  weapons. 

Current  U.S.  military  strategy  is  to  develop  and  maintain  its  superiority  through  the 
leveraging  of  infonnation  technology,  but  as  recent  conflicts  have  shown,  potential  enemies  are 
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likely  to  attack  asymmetrically.10  HPMs  against  electronics  is  an  asymmetric  avenue  to  negate 
the  technological  advantage  of  the  U.S.  Therefore,  nations,  groups,  and/or  individuals  will  likely 
seek  to  use  HPM  weapons  against  the  U.S.  to  gain  an  advantage. 

To  prepare  for  this  possibility,  the  U.S.  should  continue  to  research  and  develop  HPM 
weapon  systems  that  target  electronics,  discern  how  an  enemy  may  use  them  against  the  U.S., 
develop  countermeasures,  and  deter  HPM  offensive  uses,  particularly  those  that  can  have 
catastrophic  results. 11  To  understand  why,  this  paper  first  provides  background  information  on 
how  HPM  weapons  work,  their  advantages,  and  disadvantages.  Second,  it  examines  these 
weapons’  current  and  future  capabilities.  It  also  analyzes  who  may  use  these  weapons  in  the 
future.  From  these,  the  paper  will  then  examine  the  impact  of  HPM  weapons  on  the  U.S.  and  its 
military.  Finally,  this  paper  will  make  recommendations  regarding  defense  of  the  U.S.  in  a 
future  with  HPM  weapons  in  the  hands  of  its  enemies. 

II.  HPM  Weapons’  Background  Information 


c  =  the  speed  of  light,  3  x  I08  m/s  =  u?  hpm 
d  =  Frequency,  in  oscillations  per  second  (Hj 
a  -  Wavelength,  in  numbof  of  waves  per  meter  ( r 
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km  ~  kilometer  (103m)  mm  -  millimeter  (I  (Urn)  pm  =  micrometer  (10'5m)  nm  -  nanometer  (10‘9m) 
KHZ  =  kilohertz  (1  O'Hz)  MHz  =  megahertz  (106Hz)  GHz  =  gigahertz  (109Hz) 


Figure  1.  Electromagnetic  Spectrum 
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An  HPM  weapon  is  a  “device  designed  to  disrupt,  degrade,  or  destroy  targets  by  radiating 
electromagnetic  energy  in  the  RF  spectrum,  typically  between  10  MHz  [megahertz]  and  100 
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GHz  [gigahertz]  (figure  1).”  The  basic  elements  of  an  HPM  device  are  a  power  source,  a 
microwave  source,  and  a  transmitter  (figure  2).  They  determine  the  HPM  beam’s  characteristics, 
and  power.  These  along  with  the  target’s  vulnerabilities,  determine  the  effective  range. 
Depending  on  the  beam  the  device  produces,  the  scientific  and  engineering  community  further 
divides  HPM  weapons  into  two  categories,  narrow-band,  and  ultra-wideband.  A  narrow-band 
device  emits  all  its  energy  within  one  percent  of  the  central  frequency  (10s  to  100s  of  megahertz 
depending  on  the  frequency)  whereas  an  ultra-wideband  device  disperses  its  energy  over  a 
bandwidth  from  100s  of  megahertz  to  several  gigahertz  wide.14  This  distinction  will  be 
important  next  in  the  discussion  on  how  HPMs  affect  electronic  equipment. 


HPM  weapons  disrupt,  degrade,  or  destroy  targets  by  overwhelming  the  target’s  ability  to 
reject  or  disperse  the  incoming  RF  energy  in  two  ways.16  First,  the  RF  energy  can  cause 
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molecular  heating  to  the  point  where  components  melt,  but  this  requires  high  power  over  a  long 
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duration,  which  is  hard  to  accomplish  and  highly  dependent  on  component  composition.  The 
more  efficient  and  primary  mechanism  for  an  attack  is  electrical  stimulation  in  the  target’s 
electronics.  This  occurs  when  the  RF  energy  from  the  HPM  enters  a  circuit  and  produces  stray 
currents  and  voltages.  The  exact  effect  on  the  target  depends  on  several  factors  to  include  the 
beam’s  characteristics  (range,  frequency,  power  level,  pulse  width,  etc)  and  target  composition 
(materials,  shielding,  electronic  design,  entry  points,  etc).19 

There  are  two  pathways  into  an  electronic  system.  First,  RF  energy  enters  the  system 

through  a  component  or  sensor  designed  to  receive  the  energy  like  a  radar  antenna,  known  as 

front-door  coupling.  As  one  can  see  from  figure  1 ,  HPMs  are  in  the  same  part  of  the 

electromagnetic  spectrum  as  communications  and  radar  systems.  These  systems  receive  and 

amplify  weak  signals,  which  can  enhance  an  HPM’s  ability  to  overwhelm  the  system  especially 

if  they  are  in  the  same  frequency  band.  Because  these  systems  filter  out-of-band  signals,  pulsed 

narrow-band  HPMs  work  best  for  front-door  coupling.-  Second,  HPMs  can  enter  through  other 

apertures  or  cracks  that  allow  the  energy  to  diffuse  into  the  system,  known  as  back-door 

coupling.  Any  electrically  conductive  material  can  act  like  an  antenna  for  HPMs.  Once  the  stray 

currents  and  voltages  enter  the  system,  they  disrupt  or  destroy  the  individual  electrical 

components.  Ultra-wideband  devices  are  ideal  for  back-door  coupling  since  their  wide  range  of 

wavelengths  take  advantage  of  multiple  coupling  mechanisms  and  points  of  entry.  This  is 
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advantageous  when  one  is  not  certain  of  a  target’s  composition  a  priori." 

HPM  weapons  provide  other  unique  advantages  and  effects,  which  is  why  the  U.S.  and 
others  are  pursuing  them.  First,  HPM  weapons  can  minimize  collateral  damage.  These  weapons 
produce  little  or  no  physical  damage  and  are  therefore  ideal  for  targeting  in  an  urban 
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environment.  Second,  they  have  a  deep  magazine.  As  long  as  they  have  a  power  source,  they 
can  shoot  multiple  times  and  engage  multiple  targets.  This  can  mean  reduced  logistics  costs  and 
lower  costs  per  target  relative  to  conventional  weapons.  Third,  they  operate  at  the  speed  of  light. 
Fourth,  as  stated  earlier,  the  effects  are  scalable.  These  can  be  temporary  or  permanent 
depending  on  the  energy  deposited  on  the  target.-  Fifth,  repairing  a  system  after  an  attack  is 
difficult  since  one  cannot  say  with  100  percent  reliability  that  the  system  is  fully  functional 
without  checking  each  component.  Sixth,  weather  and  the  atmosphere  have  little  effect  on 
HPMs.  Seventh,  for  electronic  attack,  HPMs  can  jam  a  system  without  knowing  the  RF  output 
of  the  targeted  system,  and  the  effects  last  even  after  the  HPM  signal  is  not  present."  Eighth, 
they  have  the  potential  to  affect  deeply  buried  hunkers  by  targeting  vulnerable  electronic  systems 
that  support  the  bunker,  i.e.  communications,  power,  and  air  ventilation  systems.  The  bunker 
may  as  well  be  a  tomb  if  it  cannot  connect  to  the  outside  world.24  Finally,  they  can  be  an  area 
weapon,  affecting  every  vulnerable  system  within  the  lethal  footprint.  The  footprint  depends  on 
the  HPM’s  power  output,  range  from  the  target,  and  beam  divergence  (figure  3)."  However,  just 
like  conventional  weapons,  collateral  damage  can  occur  if  friendly  or  civilian  electrical  systems 
are  also  in  the  footprint,  which  also  makes  this  a  limitation. 
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Figure  3.  Lethal  Footprint26 


There  are  three  main  limitations  of  HPMs.  First,  HPM  weapons  affect  all  unprotected 
electronic  systems  within  its  lethal  footprint  including  civilian  and  friendly  systems.  Second,  it 
is  difficult  to  assess  the  result  of  an  attack  since  there  are  no  signs  of  physical  destruction.  Just 
because  a  system  stops  operating  or  emitting  does  not  mean  it  was  because  of  the  FIPM  attack. 
Likewise,  a  system  can  continue  to  emit,  but  not  be  functional.  Third,  they  can  be  range 
limited.  For  an  HPM  weapon  system,  range  is  proportional  to  both  power  output  at  the  antenna, 
and  antenna  size.  As  the  power  and/or  aperture  increases,  the  HPM  weapon  can  deliver  more  RF 
energy  on  the  target  at  farther  ranges.  However,  a  beam  at  sufficiently  high  power  levels  and 
duration  causes  the  atmosphere  at  the  aperture  to  become  plasma.  As  long  as  the  HPM  pulses 
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continue,  the  plasma  density  increases,  eventually  reaching  the  point  where  the  plasma  reflects 
and  absorbs  the  RF  energy  rendering  the  beam  ineffective  and  creating  a  shielding  problem  for 

in 

the  delivery  platform.  Scientists  and  engineers  refer  to  this  phenomenon  as  “atmospheric 
breakdown.” 

Some  solutions  to  these  limitations  are  as  follows.  First,  properly  shield  friendly  systems, 
and/or  plan  for  them  and  civilian  systems  before  attacking  with  HPM  weapons.  Second,  develop 
new  sensor  technology  and  techniques  for  measuring  second  and  third  order  effects  to 
corroborate  the  results  and  enhance  attack  assessment.  Third,  once  atmospheric  breakdown 
occurs,  the  only  way  to  increase  the  range  is  to  increase  the  aperture,  which  may  not  be  possible 
for  portable  or  airborne  designs.  The  paper  will  cover  these  and  other  solutions  in  more  detail  in 
the  next  section  when  discussing  future  systems  and  trends. 

III.  HPM  Weapons’  Capabilities,  Today  and  in  the  Future 

This  section  first  looks  at  current  HPM  systems,  then  HPM  and  related  technological 
trends.  Using  this  information,  this  section  examines  what  the  HPM  threat  could  be  by  2035. 

Three  unclassified  HPM  weapon  systems  fielded  today  target  electronic  systems.  The 
first  system  is  the  U.S.  military’s  NIRF  (neutralizing  improvised  explosive  devices  (IEDs)  with 
RF).  It  produces  an  HPM  beam  to  neutralize  or  destroy  an  IED  through  its  wiring.  Second,  the 
U.S.  army  has  “Warlock  Green”  and  “Warlock  Red”  to  target  the  fusing  and  proximity  sensors  in 
artillery  rounds.  Similar  to  these  systems  is  the  Gennan  DS1 10B  suitcase  device  designed  to 
disrupt  computers  and  electronic  systems  within  its  effective  radius.  All  of  these  systems  have 
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one  thing  in  common;  they  are  all  relatively  short  range,  effective  out  to  only  100s  of  meters. 
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There  are  also  a  myriad  of  systems  in  various  stages  of  development  that  should  be  ready 
in  the  near  future.  These  include  a  vehicle  stopper,  HPM  bombs  or  e-bombs,  and  anti-aircraft 
systems.  The  U.S.  Army  and  several  law  enforcement  agencies  are  developing  HPMs  to  stop 
vehicles  through  attacking  the  engine’s  ignition  system.  Unlike  this  system,  e-bombs  have 
garnered  little  attention  even  though  they  are  feasible  today.  The  reason  is  that  current  designs 
have  a  very  short  effective  range. ’4  As  for  the  anti-aircraft  systems,  Russia  is  researching  and 
trying  to  sell  the  Ranets-E  and  Rosa-E  (figure  4).  The  first  is  a  point  defense  system  designed  to 
target  the  electronics  of  modem  aircraft;  the  second  is  an  aircraft  defensive  system  that  targets 
the  radar  of  enemy  aircraft.  These  are  still  in  development,  however  based  on  the  advertised 
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beam  output;  their  range  is  promising  against  unshielded  systems  but  otherwise  limited.  The 
final  system  in  development  to  discuss  is  Raytheon’s  Vigilant  Eagle.  The  system  protects 
aircraft  during  takeoff  and  landing  by  using  HPM  systems  around  an  airport  to  disrupt  the 
guidance  of  shoulder-fired  surface-to-air  missiles  (SAM).  While  each  HPM  device  is  short- 
range,  Raytheon  is  planning  for  the  system  to  create  a  dome  of  protection  around  an  airport  in  an 
integrated  defensive  grid  of  multiple  systems.36  Vigilant  Eagle  will  require  huge  amounts  of 
power  and  will  be  quite  large. 
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Figure  4.  Ranets-E  Proposed  Configuration 
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While  the  above  systems  have  limited  capabilities,  recent  trends  in  power  sources  are 
likely  to  improve  these  designs.  For  larger  systems,  primary  power  sources  and  pulse 
conditioners  are  increasing  in  power  and  efficiency.  One-terawatt  generators  are  already 
available.  For  portable  applications,  they  are  decreasing  in  size  and  weight  while  power 
density  is  increasing.  There  are  advances  in  battery  design,  compact  pulse  generators,  and  ultra¬ 
capacitors.  The  most  promising  advances  are  lithium-ion  batteries,  and  nano-material  integration 
with  projected  densities  of  120  to  280  watt-hours/kilogram.  There  are  also  advances  in  ultra- 
wideband  flux  compression  generators  with  lab  tests  achieving  550MW  to  1.2GW  peak  power 
for  those  pursuing  e-bombs.40  One  area  that  still  needs  work  is  reducing  the  size  and  increasing 
the  efficiency  of  pulse-power  converters.  Some  possible  solutions  are  nanotechnology  advances 
in  dielectrics,  solid-state,  and  pseudo  switches.41 

Just  as  advances  in  power  sources  are  trending  to  be  more  powerful,  compact,  and 
efficient,  microwave  sources  and  transmitters  are  trending  in  the  same  direction.  Previous 
microwave  sources  were  running  at  approximately  ten  percent  efficiency,  but  recent  designs  are 
approaching  50-percent  conversion  efficiency.  One  can  see  these  efficiency  increases  across  a 
wide  range  of  microwave  source  technologies.43  For  transmitters/antennas,  planar  arrays  and 
solid-state  switching  is  allowing  more  efficient  and  compact  designs.  The  most  interesting  of 
these  designs  integrates  the  antenna  into  the  skin  of  the  system.  The  aperture  can  then  be  as 
large  as  the  delivery  platform,  which  is  essential  for  airborne  systems  where  space  is  a 
premium.44  The  one  limit  that  remains  is  atmospheric  breakdown  at  high  power  output.  Besides 
increasing  the  actual  antenna’s  aperture,  scientists  are  researching  the  concept  of  phase-locking, 
combining  multiple  transmitters,  to  increase  the  effective  aperture  size  and  power  on  target.45 
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Unless  there  is  an  unforeseen  breakthrough  to  solve  atmospheric  breakdown,  HPM 
characteristics,  current  capabilities,  and  research  points  to  two  outcomes  for  future  HPM 
weapons  applications.  First,  for  applications  like  point  defense  where  the  target  is  traveling  to 
the  HPM  weapon  and  size  is  not  a  limiting  factor,  one  can  increase  the  range  by  either  increasing 
the  aperture  size  of  the  transmitter  or  combining  multiple  transmitters  as  mentioned  above. 
Ranets-E  and  Vigilant  Eagle  are  examples  of  these  types  of  systems.  For  portable  compact  or 
airborne  systems  where  the  HPM  payload  travels  to  the  target,  smaller  systems  will  depend  on 
other  technologies  like  a  UCAV  to  get  within  range  of  the  target.  The  USAF’s  CHAMP  is  the 
prototype  for  a  UCAV  armed  with  an  HPM  payload.46 

Based  on  these  current  capabilities  and  trends,  several  HPM  devices  will  be  available  for 
defensive  and  offensive  uses  by  2035.  Defensive  systems  will  include  fixed  and  mobile,  land  or 
ship-based  systems  that  target  the  electronics  of  attacking  missiles,  bombs,  and  aircraft  as  part  of 
an  integrated  air  or  point  defense.  In  addition,  airborne  defensive  systems  will  include  self¬ 
protection  suites  on  aircraft  to  target  enemy  radars  and  missiles,  and  HPM  warheads  on  missiles 
to  target  attacking  enemy  aircraft  and  missiles  at  range.  Offensive  HPM  weapons  will  include 
precision-guided  e-bombs,  cruise  missiles,  unmanned  or  manned  aircraft  with  integrated  HPM 
weapons  capable  of  multiple  shots  and  engagements,  and  covert  suitcase  and  vehicle-home  HPM 
weapons.47  These  offensive  weapons  will  be  able  to  target  any  electronic  system,  but  enemies 
will  likely  use  them  to  target  communications,  radar,  ships,  satellites,  infrastructure,  and 
command  and  control  systems. 

Overall,  these  weapons  will  likely  be  attractive  to  nation-states,  groups,  and  individuals 
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who  become  increasingly  aware  of  the  U.S.  reliance  on  electronic  infonnation  systems.  The 
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following  are  two  possible  examples  of  how  enemies  could  use  these  HPM  weapons  against  the 
U.S.,  and  show  why  the  U.S.  should  prepare  for  them. 

In  the  first  example,  a  nation  uses  HPM  weapons  to  defend  against  a  U.S.  attack, 
targeting  communications,  standoff,  and  precision  capabilities  thereby  negating  U.S. 
technological  superiority.  The  enemy  targets  U.S.  forward  operating  bases  and  ships  with  HPM 
missiles  and  UCAVs,  or  vehicle-bome  HPM  devices,  wiping  out  electronics  and 
communications  so  the  U.S.  cannot  launch  or  control  operations  in  the  theater.  The  enemy  also 
uses  its  HPM  defensive  systems  to  target  attacking  aircraft,  missiles,  and  bombs.  As  a  result,  the 
U.S.  is  unable  to  operate  in  the  region,  weapons  miss  their  targets,  and  collateral  damage  and 
public  outcry  become  an  increasing  problem. 

In  the  second  example,  an  enemy  nation,  group,  or  individual  targets  a  vulnerable  U.S. 
infrastructure  or  business.  For  instance,  they  use  multiple  vehicle-borne  weapons  to  target 
critical  nodes  of  the  U.S.  electrical  grid.  Depending  on  the  severity  of  the  attack,  it  could  take 
from  1.5  to  33  months  to  repair  the  systems.49  Terrorists  or  criminals  might  also  use  an 
improvised  e-bomb  causing  death  and  destruction  in  the  immediate  area  while  also  disrupting  the 
electronics  in  a  wider  area  affected  by  the  HPM  device,  e.g.  Wall  Street. 

IV.  Implications  for  the  U.S. 

HPM  weapons  could  have  a  profound  impact  on  the  U.S.  military.  On  the  battlefield, 
U.S.  costs,  casualties,  and  collateral  damage  would  increase  while  weapons  accuracy  would 
decrease.  All  these  would  affect  military  effectiveness,  as  well  as  erode  U.S.  public  and 
international  support,  which  would  influence  the  decision  to  use  military  force.  In  addition,  an 
enemy  that  could  target  U.S.  forward  operating  bases  and  its  standoff  strike  capabilities  could 
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negate  U.S.  military  global  power  projection  and  threaten  her  ability  to  protect  interests  abroad. 
Operations  would  have  to  change  to  account  for  the  reduced  effectiveness,  degraded  command 
and  control,  and  increased  risk. 

This  not  only  affects  military  operations,  but  also  the  ability  of  the  U.S.  Government  to 
deter  or  compel  others.  Without  military  access  to  a  region,  the  U.S.  would  be  reliant  on  other 
forms  of  national  power  without  military  force  to  back  them  up,  making  them  less  effective.  The 
U.S.  would  also  be  more  dependent  on  regional  partners  and  international  institutions  that  might 
not  always  act  in  her  best  interest.  In  addition,  an  enemy  might  not  limit  their  attacks  to  deny  the 
U.S.  from  using  its  military  and  conducting  operations  abroad.  They  could  also  use  HPM 
weapons  against  homeland  assets  to  influence  the  U.S. 

An  enemy  could  inflict  significant  damage  to  U.S.  infrastructure  and  its  economy  with 
several  relatively  simple  HPM  weapons  as  mentioned  earlier.  The  U.S.  is  dependent  on 
automation  and  infonnation  technology  in  government  functions,  infrastructure,  and  the 
commercial  sector.  It  is  hard  to  imagine  any  of  these  continuing  to  function  without  commercial 
electronics  and  computers.  Even  so,  many  of  these  critical  systems  remain  vulnerable  to  HPMs 
with  few  or  no  backups.50 

In  summary,  the  U.S.  would  lose  freedom  of  action,  and  the  ability  to  influence  other 
nations,  groups,  and  individuals  acting  on  the  international  stage.  In  addition,  an  HPM  attack 
could  increase  the  costs  for  the  U.S.  In  effect,  an  enemy  with  these  weapons  may  be  able  to 
deter  or  compel  the  U.S.  and  make  U.S.  national  strategy  less  effective. 
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V.  Recommendations 


The  U.S.  must  maintain  the  ability  to  use  military  force  and  overall  freedom  of  action  to 
defend  her  interests  in  a  future  with  HPM  weapons.  Therefore,  the  U.S.  must  be  able  to  defend 
against  HPM  weapons  as  well  as  deter  enemies  from  using  them  offensively  against  the  U.S. 

Countermeasures 

Before  one  can  decide  how  to  defend  against  a  particular  threat,  one  must  understand  the 
threat  and  its  impact.  Therefore,  there  are  three  keys  to  developing  effective  countenneasures  to 
HPM  weapons.  First,  the  U.S.  must  continue  to  research  and  develop  these  weapons  to 
appreciate  their  potential  effects  and  to  know  when  their  use  is  advantageous.  Second,  the  U.S. 
must  continue  to  monitor  potential  adversaries  to  detennine  their  HPM  capabilities  and 
intentions.  As  with  all  intelligence  gathering,  this  is  difficult,  but  critical  for  planning  a 
response.  Third,  the  U.S.  must  test  and  ascertain  the  vulnerabilities  of  critical  infrastructure, 
national,  and  military  systems.51  This  costly  and  time-consuming  venture  requires  testing  against 
the  full  spectrum  of  HPM  frequencies  to  include  front-door  and  back-door  entries.  This 
information  will  detennine  the  appropriate  defenses. 

Defending  against  an  HPM  attack  entails  a  combination  of  active  and  passive  measures. 
First,  detect  and  destroy  HPM  weapons  before  they  are  in  range.  This  is  no  different  from 
defending  against  conventional  weapons.  It  requires  continued  investment  in  sensors  and 
surveillance  to  detect  small,  low  cross-section  targets  like  cruise  missiles  and  UCAVs  as  well  as 
mobile  land  and  sea-based  HPM  platforms.  In  addition,  the  U.S.  needs  to  develop  weapons  that 
are  not  susceptible  to  HPMs  in  which  to  target  these  platfonns.  A  solution  should  incorporate 
laser-based  defenses  because  they  operate  at  the  same  speed  as  HPMs  but  with  greater  range. 
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Second,  shield  or  harden  critical  infrastructure,  military  systems,  and  components.  Faraday 
cages,  fiber-optic  cable,  optical  computing,  fast  acting  diodes,  filters,  and  nano-materials  to 
shield  entry  lines  and  components  are  just  a  few  of  the  technologies  and  techniques  that  the  U.S. 
should  explore  and  develop.  Many  of  these  techniques  are  similar  to  nuclear  EMP 
countenneasures,  but  require  changes  to  account  for  the  different  characteristics  and  shorter 
wavelengths  of  HPMs  (figure  5).  For  some  systems,  it  may  not  be  possible  or  cost  effective  to 
shield  them  completely.  One  cannot  put  a  faraday  cage  on  every  item,  however  every  line  in/out, 
crack,  or  aperture  is  a  potential  entry  point  that  needs  protection.  For  fielded  systems,  retro- 
hardening  is  difficult  and  expensive.  In  addition,  maintaining  the  shielding  in  the  field  is 
challenging  as  wear  and  tear  produces  cracks  and  apertures  for  HPMs  to  infiltrate.54  Therefore, 
the  third  measure  is  when  the  other  defenses  fail;  develop  backup  systems  and  responses  to 
mitigate  the  cost  and  risk  of  an  attack.  The  U.S.  must  detect  the  attack,  have  procedures  to 
operate  without  the  damaged  critical  system(s),  and  then  quickly  repair  or  replace  the  system(s). 
For  the  U.S.  military,  this  includes  developing  techniques,  tactics,  and  procedures  to  operate 
without  some  of  its  high  tech  capabilities,  and  to  train  to  these  scenarios  in  exercises  and  war 
games.  Unfortunately,  the  U.S.  military  rarely  trains  to  this  level  of  degradation,  but  it  is 
essential  or  these  skills  will  not  be  there  when  needed.55  These  countermeasures  are  also 
essential  elements  in  deterring  HPM  weapons,  but  are  not  sufficient  on  their  own. 
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Frequency  [Hz] 

*  narrow  band  extending  from  ~0.5  to  3  GHz 
**  not  necessarily  HP  EM 

***  significant  spectral  components  up  to  -20  MHz  depending  on  range 

Figure  5.  HPM  vs.  EMP56 

Deterrence 


For  this  discussion,  deterrence  is  a  coercive  strategy  that  prevents  an  opponent  from 
taking  an  action  because  of  the  “fear  of  unacceptable  punishment  or  denial  of  victory.”57 
Deterrence  is  a  cost-benefit  analysis  based  on  whether  the  perceived  benefit  of  an  action  is 
greater  than  the  perceived  cost.  Therefore,  one  can  deter  an  enemy  by  either  increasing  the 
perceived  costs  through  threats  of  punishment,  or  by  denial  of  the  perceived  gain.  The  following 
are  simplified  equations  that  illustrate  the  cost-benefit  thought  process. 

Cost  =  (Blood+Treasure+Resources+Legitimacy)  x  Probability  of  incurring  cost 
Benefit  =  (Gain)  x  Probability  of  Success 
Successful  Deterrence  occurs  when  Cost  >  Benefit 

SR 

Figure  6.  Deterrence  Calculation 

For  deterrence  to  work  effectively,  one  must  consider  its  essential  elements  and 
assumptions.  First,  deterrence  requires  the  capability  to  increase  the  cost  and/or  lower  the  gain 
for  the  enemy.  Second,  such  capability  must  be  credible.  Third,  one  must  communicate  the 
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proposed  action  to  the  opponent  and  they  must  accurately  understand  it.59  Likewise,  one  needs 
to  understand  the  enemy’s  calculus  to  affect  it.  The  major  assumption  is  that  the  opponent  is 
rational,  i.e.,  they  do  a  cost-benefit  analysis  and  decide  to  do  what  is  in  their  best  interest. 
Another  assumption  is  that  deterrence  operates  between  all  actors  who  have  a  rational  calculus 
that  is  vulnerable  to  U.S.  actions,  whether  they  are  nation-states,  groups,  or  individuals.  While 
some  individuals  may  be  nihilistic,  this  paper  posits  that  unless  such  an  actor  is  self-supporting, 
it  is  possible  to  deter  rational  sponsors  of  these  individuals.60 

The  U.S.  should  focus  on  deterring  the  offensive  use  of  HPMs  since  it  cannot  deter  their 
development  or  defensive  use.  The  U.S.  cannot  deter  the  development  of  HPM  weapons  for 
three  reasons.  First,  as  stated  earlier,  the  U.S.  is  not  the  only  nation  developing  HPM  systems. 
Second,  HPM  components  have  commercial  as  well  as  military  uses.61  Finally,  HPM 
components  are  not  internationally  controlled,  which  makes  tracking  them  difficult.  The  U.S. 
also  cannot  deter  purely  defensive  uses  as  in  point  or  integrated  air  defense.  In  accordance  with 
the  UN  charter  and  other  international  agreements,  all  nations  have  an  inherent  right  of  self- 
defense.  In  addition,  it  is  not  feasible  to  prevent  a  nation  from  developing  and  deploying  a 
system  comprised  of  uncontrolled  components  confined  within  its  borders.  However,  if  the  U.S. 
should  decide  to  use  military  force,  it  must  have  weapons  to  either  destroy  the  HPM  defensive 
systems  first,  and/or  have  weapons  and  tactics  that  are  not  susceptible  to  them. 

Deterrence  of  offensive  uses  of  HPM  weapons  should  have  both  a  denial  and  punishment 
strategy  to  give  the  best  chance  of  success  for  three  reasons.  First,  an  enemy  may  choose  to  use 
HPMs  against  the  U.S.  even  though  the  perceived  gain  is  low,  hence  the  U.S.  should  also  have 
the  capability  to  increase  the  perceived  cost.  Second,  future  enemies  will  not  only  be  nations, 
but  also  non-state  actors,  including  groups  or  individuals.  A  denial  strategy  can  hedge  against  an 
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enemy  that  does  not  have  interests  or  resources  the  U.S.  can  easily  identify  or  hold  at  risk. 
Finally,  the  two  strategies  are  not  mutually  exclusive.  For  example,  developing  weapons 
systems  that  are  not  susceptible  to  HPMs  denies  the  enemy  gaining  an  advantage  from  an  HPM 
attack  while  also  enabling  U.S.  forces  the  ability  to  strike  enemy  targets  to  increase  the  enemy’s 
costs. 


The  basic  requirements  for  each  strategy  are  for  the  U.S.  to  have  offensive  and  defensive 
HPM  capabilities,  accurate  intelligence,  and  effective  communications.  As  stated  above,  the 
U.S.  must  ascertain  the  adversary’s  capabilities  and  intentions  as  well  as  communicate  to  the 
adversary  her  capabilities  and  intentions.  The  ultimate  goal  would  be  complete  transparency,  i.e. 
perfect  knowledge  and  clear  communications  on  both  sides  so  there  are  no  misperceptions. 

The  denial  strategy  is  the  same  as  the  countenneasures  for  HPMs  covered  earlier:  detect 
and  destroy  HPM  weapons  before  they  reach  their  targets,  harden  the  electronics  of  critical 
systems  or  remove  the  dependency  on  these  vulnerable  systems,  and  develop  backup  systems 
and  mitigation  responses.  These  actions  will  defend  against  an  HPM  attack  as  well  as  deny  an 
enemy  the  benefit  of  an  HPM  attack.  However,  denial  alone  may  not  deter  their  use,  so  the  U.S. 
must  also  have  a  punishment  response. 

Deterrence  by  punishment  is  a  much  more  difficult  problem.  Deterrence  by  punishment 
first  requires  accurate  detection  and  forensics  to  trace  an  attack  to  its  origin  so  the  U.S.  can  hold 
those  responsible  accountable.  Second,  the  U.S.  must  have  the  capability  and  will  to  respond, 
which  depends  on  the  type  and  severity  of  the  attack,  ft  does  not  matter  that  the  U.S.  responds 
symmetrically  or  asymmetrically,  ft  is  only  important  that  the  enemy  perceives  that  the  response 
increases  the  cost  beyond  what  they  are  willing  to  endure.  Third,  the  U.S.  must  communicate 
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this  response  to  the  enemy.  The  key  is  for  U.S.  decision-makers  to  understand  the  enemy,  their 
vulnerabilities,  and  their  probable  responses  to  U.S.  actions  or  threats.  In  addition,  U.S. 
decision-makers  must  consider  the  domestic  and  international  public  reaction.  Therefore,  the 
remaining  question  is  what  level  of  attack  requires  a  response  and  of  what  type  and  severity. 

It  is  beyond  the  scope  of  this  paper  to  give  recommended  responses  for  every  type  of 
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HPM  attack.  However,  this  paper  provides  a  range  of  possible  responses  to  the  lower  and 
upper  ends  of  the  spectrum.  In  addition,  this  paper  argues  that  only  HPM  attacks  that  can  have 
catastrophic  results  require  the  U.S.  to  articulate  a  specific  response.64 

At  the  lower  end  of  the  spectrum,  there  are  HPM  attacks  against  U.S.  military  equipment, 
bases  and  ships,  and  against  individual  businesses  or  nodes  of  a  system,  like  a  hank  or  an  airport. 
Since  these  results  mirror  the  damage  sustained  by  an  attack  with  conventional  weapons,  the 
U.S.  should  be  consistent  and  respond  in  the  same  manner.  Such  attacks  warrant  a  proportional 
response,  ensuring  the  protection  of  U.S.  territory,  equipment,  and  personnel  from  further  attack, 
and  holding  the  attacker(s)  accountable.  Likewise,  deterrence  of  HPM  attacks  below  the 
catastrophic  level  should  also  fall  within  the  realm  of  conventional  deterrence.65 

At  the  catastrophic  level,  there  are  attacks  with  multiple  HPM  devices  that  result  in  the 
destruction  of  a  critical  U.S.  system  like  the  electrical  power  grid,  air  traffic  control  system,  or 
financial  sector.  For  example,  an  enemy  uses  several  HPM  devices  to  destroy  a  sector  of  the 
U.S.  electrical  power  grid,  putting  millions  of  U.S.  citizens  at  risk  and  costing  up  to  $770  billion 
in  lost  economic  output.66  The  effects  mirror  a  high  altitude  EMP  attack  and  deserve  a  consistent 
response.  Therefore,  to  deter  such  attacks,  the  U.S.  should  make  it  abundantly  clear  that  an  HPM 
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attack  of  this  magnitude  will  result  in  a  U.S.  response  with  all  measures  at  its  disposal,  up  to  and 
including  nuclear  weapons. 

Conclusion 

Although  HPM  weapons  are  not  new,  they  have  recently  garnered  more  attention  as 
advances  in  enabling  technologies  have  made  them  more  powerful  and  compact,  and 
miniaturization  has  made  modem  electronics  and  computers  more  susceptible  to  them.  The  U.S. 
is  particularly  vulnerable  to  HPM  weapons  since  her  infrastructure,  commercial,  and  military 
systems  are  heavily  dependent  on  these  information  technologies.  With  enemies  of  the  U.S. 
seeking  to  use  HPM  weapons  to  exploit  this  vulnerability,  it  is  clear  that  the  U.S.  must  prepare 
for  this  possibility. 

Ultimately,  the  U.S.  cannot  afford  to  lose  the  ability  to  use  military  force  and  overall 
freedom  of  action  to  defend  her  interests  in  a  future  with  HPM  weapons.  Therefore,  the  U.S. 
must  develop  effective  defenses  and  retaliatory  capabilities  to  deter  HPM  attacks,  and  should 
deterrence  fail,  have  countermeasures  that  allow  the  U.S.  to  operate  in  this  environment.  To 
accomplish  this,  the  U.S.  must  continue  to  research  and  develop  these  weapons,  test  and  build 
systems  that  are  not  susceptible  to  HPMs,  and  develop  techniques,  tactics,  and  procedures  to 
negate  their  effects. 
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